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Introduction

Manual: The Dude

The Dude Vs a free application by MikroTik, which can dramatically improve the way you manage your network

environment.

It will automatically scan all devices within specified subnets, draw and layout a map of your networks, monitor
services of your devices and execute actions based on device state changes.

Not only can you monitor your devices, you can also manage them. Mass upgrade RouterOS (21 devices, configure

them right from within the Dude interface, run network monitoring tools etc.
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Documentation
General usage

» Installation and requirements
 First launch of the Dude

* Main window overview

e Search and Export to PDF/CSV
* Web interface

Devices

¢ Device list

* Device map
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* Discovering devices
* Adding and Editing devices
* Links

* Networks
Monitoring

* Services and Outages
¢ Notifications

e Charts

¢ Functions

* Agents

* Logs

* Syslog server
¢ MIB nodes

* Probes
Settings

* Server settings
e Server files

¢ Admins

e Address lists

» History

¢ Panels

e Tools
Misc Documents

* Version changelog
e The Dude License

Old articles

¢ The Dude 1.0 Documentation

User articles

How-To's:

* Translating The Dude

* Dude windows installation

* Dude Linux Installation

* Exporting and Importing Configuration

* Before doing anything guide

* Getting started with Functions and probes
* Quick guide to a good probe

» Using Discovery

* Device management

* Graphing Client Signal Strength

* Managing Multiple Remote Bridged Routers
* Dude as Syslog Server

* Dude como Servidor Syslog (el espafiol)

* Custom probe settings
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* Extra Tools

» Start The Dude with Shortcut

* Email notifications

* Email notifications using... Gmail

* Alternate SMTP port for notifications

* View and Graph the Number of Wireless Clients

* Display voltage for Mipsbe devices

e DOCSIS Statistics (Arris C3, Motorola cablemodems) (new)

* Dudes as a windows service (Outdated, Dude now support it)

References
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[2] http://www.mikrotik.com/software.html
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The Dude is free software, no purchase is necessary. You can download The Dude from the MikroTik webpage, in
the Software section. On the Dude page, you will see Stable and Beta versions of the Dude, as well as special NPK
files for The Dude support inside RouterOS.

Note: Generally Beta versions include more features, but could contain yet undiscovered issues. Stable

§ versions are recommended for critical installations.

* The Dude changelog provides information about feature changes and bug fixes between
versions.

* The Dude license provides legal information regarding the use of The Dude

System requirements

The Dude runs on most versions of Microsoft Windows. It is recommended to use Windows 2000 or newer. We

have successfully used The Dude even on very low power machines, so generally, any system which can acceptably
run Windows 2000 or Windows XP will be able to run The Dude.

The program can also be used on Linux and MacOS if using Wine [ o Darwine ! respectively.

Installation process

¢ Download The Dude installation file

Routers & Wireless

home 5uftware| hardware | support| downloads | purchase

RouterDS The Dude Examples Download Mew Account

The Dude network monitor is a new application by MikroTik which can
dramatically improve the way you manage your network environment. It will
automatically scan all devices within specfied subnets, draw and layout 2 map
of your networks, monitor services of your devices and alert you in case some
service has problems.

The Dude demo system: Our Router0S demo routers are viewable from within
the Dude, install The Dude and conmeck to our Demo dude system with the
Dude Secure connection to 159.148.147.209

The Dude for Windows Optional Router0s package

s Far X856 (RB200, PC)

& For MIPS-LE (RE100, RES00)

» For MIPS-EE (RB400)

+ For PPC (RB300, REG0O0, RE1000)

The Dude for Windows Optional Router0s package

For ¥86 (RE200, PC)

For MIPS-LE (RE100, RES00)

For MIPS-BE (RE400)

For PPC (REB300, REGD0, RE1000)

* After downloading the Dude installation file, run it to start the installation.
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-
{7 The Dude Setup el e
License Agreement ("
Flease review the license terms before installing The Dude. 9
Press Page Down to see the rest of the agreement.
| MIKROTIKLS MIKROTIK SOFTWARE EMD-USER LICENCE AGREEMEMT -

THE DUDE SOFTWARE

This End-User License Agreement (License Agreement) is a binding

agreement between you (either an individual or a single entity) and

[MikroTikls SIA (MikroTikls™ or "MikraTik"), which is the manufacturer

of the SOFTWARE PRODUCT ("SOFTWARE PRODUCT ™ or "SOFTWARE™) identified

above., HARDWARE refers as the computer, which the Software Product is

installed on. Any software provided along with the SOFTWARE PRODUCT

that is associated with a separate end-user License Agreement is -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install The Dude,

Mullsoft Install System vz, 46-1

1Agee | | cancel

* After the installation process is complete, The Dude start menu item group will be created, and The Dude will be

ready to use

The Dude Help and Support
|| The Dude Manual
& The Dude

(9 Uninstall

VideoL AN

Windows Live

ke
N
.. Z5creen
1

Back

| Search programs and files
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Read more
¢ The Dude/First use

References

[1] http://www.winehq.org/
[2] http://winebottler.kronenberg.org/

Manual: The Dude/First use

When first launching The Dude, you will be given the choice of the program language. Language translations are

provided by other users of the program.

Choose Language

Language: |english

arabic
brazilian-portuguese
bulgarian
chinese-simplified
chinese4raditional
crogtian

czech

dutch

french

geman

hungarian
indonesian

italian

latvian
macedonian
palish

romanian

russian

serbian

spanish

swedish

turkish

Note: You can also create and submit your own language translation, more instructions are avialable here.

(o After selecting the desired language, the Dude program will open, will automatically connect to

the Localhost service, and will present you the Discovery window
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& 2dmin@lccalhost - The Dude 4.0betal

| Preferences || @ Local Server || Hep |

i@ Device Discovery

General | Services Device Types  Advanced

Enter subnet number you want to scan for devices

Sean Networks: |192.168.88.0/24

Agert: [EET MMM -] - | -

| T Add Networks To Auto Scan

Black List: Inone ;I EI
Device Name Preference: [DNS, SNMP, NETBIOS, P -
Discovery Mode: & fast (scan by ping) ¢ reliable (scan each service)

Recursive Hops:

[ Layout Map After Discovery Complete

7 kbps /e 10...

Read more
¢ The Dude/Interface

* The Dude/Device discovery
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Nomenclature

* Panel - Dude window, there can be several Panels open side by side.

* Pane - Contents of the open Panel. Can be selected from dropdown or from left-hand menu

Image shows two open Panels, one contains the Map pane, one contains the Logs pane.
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Panes

The main Dude window is split into sections, called Panes. When first opening The Dude you will see the main
Window frame with Server setting buttons, the Menu pane and the Main pane, which is occupied by the Device map

by default. The Main pane can be either split into parts, or replaced by any other pane.

For example, the following image shows the Dude interface with the main pane split into four panes. Each pane can

contain any item from the menu pane on the left:
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The simplest way to open another pane instead of the map, is to click one of the items in the Menu pane. It is also
possible to use the Dropdown menu in each panes top left corner.

Each window pane can be split either horizontally or vertically, and each split section can then be populated by any
of the possible Menu pane items. The bar on the top of each frame contains a dropdown list of possible pane

contents, and buttons to split the pane into sections:

Debug ﬂ m d 5 D

It is also possible to drag items from the Menu pane onto one of the open Panes on the right.

Tools v ={e
I Y I o 1= =
- Toeves Mo | & e
Dude all B Logs
i :ﬂ 2 B8 Network Maps
* Remote Connecton al B Probes
= ] B Devices
©  Spectrl Scan all B Networks
- Towwd . @ Senvices
- Toch al & Admins
Tmm : El Notifications
* Winbox al B Links
B Address Lists
B Chans
B3 Mib Nodes
B Functions
B Paneks
B Logs L4
B NetworkMaps  »
B Panels v
B chans »

If your system has multiple monitors connected, you can even separate the Panes from the main Dude window, and
float them on other screens. This can be done in the Panels window, in the Menu pane.
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Menu pane
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The menu pane in the left side of the Dude interface provides access to various panes. You can either double click a

menu item to open it in the default pane on the right, or if you have multiple panes open, you can also drag an item

from the menu pane to one of the open panes.

Address lists - Lists of IP addresses to be used in Blocklist and other

| Contents
places ] Address Lists
¢ Admins - Users who can access this particular Dude server & Admins
* Charts - Configure graphs based on any data source in the map = [ Charts
. . Chart Chart
* Devices - List of all the devices drawn on any of the network maps = i
] Devices
* Files - List of the files uploaded to the server, like images for network ﬁ Files
map backgrounds and sounds [ Functions
. . . History Acti
* Functions - Functions that can be used, includes scripts and advanced % IJ:wkE;W s
queries = Logs
* History Actions - History of tasks performed by the admin, like adding g gmti:""
. . . = Debug
or removing devices. Admin log. £7 Event
e Links - List of all links in all maps. =P Syslog
* Logs - Logs of device statuses. Dude also includes a Syslog server, and % rr:.lﬂib Nﬂd'je;
. . = = aps
can receive Logs from other devices. ] Local
* MIB nodes - Information about MIBs ] Metworks
+ Network maps - All maps = gﬂﬁﬁﬂaﬁﬂns
Lt
* Networks - List of all network segments places on the map = % Pan?egll:s

Notifications - Different ways to alert the admin of

] admin 159.148.1...
] amis 10.5.8.253

* Panels - Allows to configure separate dude window entities for use on
] demo 159.148.17...

multiple monitors or otherwise

] Probes
* Probes - Probes are responsible for polling specific services on the &9 Services
defices = Tools

Services - Lists the currently monitored services on all devices
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* Tools - Configures the tools that can be run on each device (ie. connect with winbox, telnet, ftp etc.)

Main pane
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The main pane can contain one or several sections. Double clicking a menu item on the left replaces the active part

of the main pane with the selected item. It's also possible to change the contents of the main pane by choosing an
item from the dropdown.

When first opening The Dude, the main pane of the Dude window is occupied by the device map. The map shows
graphical layout of your network. If you used device discovery earlier, it will already be populated by devices in
your network, but it is also possible to add devices one by one, by using the Add button.

* More about the Device map
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Server settings
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The server settings panel is located in the top-left corner of the Dude interface. It contains the following buttons:

@ | Preferences | @ Local Server | Help
EH setirgs | DB 485 e

Connect/Disconnect - Connects to a Dude server (including Localhost) or disconnects from it

* Preferences - general Dude preferences

* Local server - local server settings

* Help - link to this webpage

* Undo/Redo - allows to undo or redo the last action

* Settings' - settings of the currently connected server

* Export/Import - allows to save, or load Dude configuration files

Preferences
& Preferences u
¥ Auto Connect M Startup Ok

¥ Auto Reconnect f Connection Lost
v Appear Only On Tray When Minimized
™ Hide Tray Icon

¥ Status Bar

Language change requires program restart

Cancel

Language: IIea\re curmrent ;I

* Auto connect at startup self explanatory
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* Auto reconnect if connection is lost - self explanatory

* Appear only inside tray when minimised - do not show Dude in Windows task bar
* Hide tray icon (deselected by default) - hide Dude from tray

» Status Bar - Show bottom status bar

* Language - can change language of The Dude interface

Local server

.
& Local Server

Here you can enable Server on this computer. You Ok

can log on to fresh Server instance with user name
admin and no password (hit Enter key) Cancel

:: disallbled Apply
Bun Mode: all time
" only when local client is running Reset

™ as service

& Server Running

Local server is the instance on your Windows PC which is used by default when opening the Dude program (It
connects to the Localhost server). If you plan to scan and manage devices from another machine, and only use the

Dude application to connect to a remote host, you can disable the local server.

* Disabled - Local server is disabled at all times
e All time - Local server is enabled always
* Only when local client is running - self explanatory

¢ As service - run the Dude local server as a windows service
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Server settings

@ Server Configuration
General |SNMP FPoing Sewer Agerts Sysog Mep Chat Repod Discover FousOS Msc

Foldowing DNS servers will be used to look up device

names and [P addresses
Primary DNS: [1058.1 [~

Sacondary DNS: [0.0.00 [~
Emad notifications will be sent using ana of these

Jiane

SMTP servers and Email addess

Primary SMTP: [0.0.0.0

=
Secondary SMTP: [1.00.0 =
Froen: [duds@some. domain com

Allows configuration of various aspects of the currently connected server. More specific explanation of all the

options in the The Dude/Server Settings article.

Read more

e The Dude/Device discovery
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[ Deviss

Lst | Tree FRouterDS Types Mac Mappings

of | == v % O | S e Status: all | Ty
Mame Addresses MAC Tvpe Maps 4

| 10581 10581 Routerhoar: 20:54:61 Mikera Tik Device Local

| dude.mt Iv 159143 147 209 Routerboar: 18:55:1A, .. Local

| 155158147196  155.158.147.1596 Web Server Local

| 152.168.88.1 152.168.88.1 Routerboar:48.3F.F7 Mikero Tik: Device Local

4 I

What: |Dude [ | C

Client: o 635 bps / tc 157 bps Server: oo 4.01 kbps / tc 2.36 kbps

In most panes of the Dude you can do the following:

* Search - looks for entered text in the currently active Pane

* Export PDF - Saves a PDF file of the current Pane. Can change Font in Server settings

* Export CSV - Saves contents of the current pane as a comma separated values in a text file. Useful for viewing
in spreadsheet programs, or importing in other systems

Manual: The Dude/Web interface

It is possible to connect to the Dude server through a web interface if you do not have the Dude program available on

a certain machine. The web access is disabled by default, to enable it, go to the Web server settings.

Note: It is recommended to use a port other than 80, as many machines will have that port occupied

—a (especially RouterOS).

Accessing the web interface

After the server is enabled, you can access the router, by entering http://127.0.0.1:8080" in a
web browser. In your situation the IP address and port might be different, depending on what you configured
in the Web server settings, and what is the IP address of the Dude server.

Once you have entered your Dude server access credentials, you will see the web interface in your browser:
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MikroTik

Services add

Status: all ~ Type: all -
Status|{Service Device Probe Notes
up 192.168.88.1(ping)|192.168.88.1 ping chart(add note|
up| 192.168.88.1(ssh)|192.168.88.1 =zh chart{add note|
up| 192.168.88.1(telnet)|192.168.88.1 telnet chart{add note|
up 192.168.88.1(dn=s)[192.168.858.1 dn= chart(add note|
up|  192.168.88.1(http)[192.168.88.1  |http chart|add note|
up 192.168.88.1(ftp){192.168.88.1 ftp chart{add note|
up 192.168.88.1(cpu)192.168.88.1 cpu chart(add note|
up| 192.168.88.1(disk)[192.168.88.1 disk chart{add note|
up| 10.5.8.1(pinq){10.5.8.1 ping chart|add note|
up| 10.5.8.1(ssh)[10.5.8.1 ssh chart|ladd note|
up 10.5.8.1(telnet)|10.5.8.1 telnet chart{add note|
up| 10.5.8.1(dns)10.5.8.1 dns chart|add note|
up 10.5.8.1(http){10.5.8.1 http chart(add note|
up| 10.5.8.1(ftp)[10.5.8.1 ftp chart|ladd nots|
up| 10.5.8.1({cpu)|10.5.8.1 cpu chart(add note|
up| 10.5.8.1(disk)|10.5.8.1 disk chart|ladd note|
up|159.158.147.196(http)(159.158.147.196|http chart|ladd note|

[ Remove || Ack |[ Reprobe |

The web interface gives you the ability to use most of the Dude functionality.
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Devices

Manual: The Dude/Device list

The device list can be accessed by double clicking on Devices in the left hand Menu pane, or selecting Devices from

the pane dropdown menu in any of the open panes.

il R
@ admin@localhast - The Dude 40betal o | E |
Preferences || @ Local Server Help NOTSPOTMSONTROLLERS -> dg

o] [ samge | |3 0| ¥ ol =]
List Tree  RouterDS Types Mac Mappings

[ Address Lists + - 1 8|S o Tatus [ &l | Type: [al | Map: [ @t =] |E

= [ Chas Name Addresses MAC Type Services Down
[ Chart Chart ! = 192.168.88.1 152.168.88.1 Routerboar48:3FF7  MikroTik Device ping
Devices I =1 105.81 10581 Routerboar:20:54:61  Miko Tik Device
% Fles r 159.158.147.196 155.158.147.196 Web Sarver
B Functions
[ History Actions
B Lirks
=B Legs
L} Action
L7 Debug
5} Event
L7 Syslog
B Mib Nodes
= B Metwork Maps
= Local
[ Networks
B Motfications
= [ Panels
B admin 127.0.01
[ Frobes
&3 Services
B Tools S

i Tl b

=
-

311

m

. [ 3

Connected Chent: o 10.9 kbps / tx 381 bps Server: 7,83 kbps /tx 15,1 kbps

This section lists all devices that this server has knowledge about.

List

The List view displays all the devices sorted by name, address, MAC address, Device type, or Map they are on. It
also displays which services are currently down for each device, and their notes.

In the list view you are able to add new devices, remove devices, copy and paste them, add notes, disable and
enable polling for them, print or export the list, and use search.

A NEE
List |Tree RowterDS  Types  Mac Mappings

IE“E‘ Izl @ Status:l all ;I Type: IaII ;I Map:l all ;I @l

Also available are filter dropdowns. They allow you to filter by Status, Map and Device Type, which is helpful if

you have hundreds of devices on many maps.
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Tree
The Tree tab is exactly the same as the List tab, but sorts the devices in threads by their hierarchy dependencies.

Mame
| -1 152 168.88.1
| - 10.5.8.1
| 155.158.147 156

RouterOS

The RouterOS tab shows devices that have been marked as RouterOS in the device settings. This tab is organized in

the following subsections:

Device

Shows a list of RouterOS devices. The table includes additional information, authentication status, version,

architecture, system hardware type, upgrade status and packages.

This pane is optimized for upgrading of RouterOS devices.

Upgrading RouterOS
1. Upload RouterOS packages to the Dude Server. This can be done in the Files pane. Upload any types of packages

and versions, The Dude can tell them apart

2. Select the device you like to upgrade, and click the Upgrade button, or right-click the device and choose
Upgrade

3. The Dude will only show appropriate package types and versions in the Upgrade menu. Choose the preferred
version to commence upgrade process

Force upgrade can be used if you have several builds of the same version and in which case Dude will think you

already have upgraded.

-

List Tree RouterDS Types Mac Mappings

Device Group  Wireless Registration  Simple Queue

dth % csv| |~ Upgrade

Status Name Version Architecture | Board
| — auth failed 10.5.8.1
g o ok . 10betad  mipsbe RB411AR
ooo  Device Settings
Show On Map
<y Tools ’
ooo Settmgs
Upgrade 2 410
Force Upgrade » 5.0betad

Reconnect
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Group

It is possible to create Groups of RouterOS devices, to simplify the upgrade process. To avoid interruption of

processes while one router is rebooted but others are still getting the package files, it is recommended to group

devices by reachability or location.

That way, if uploading packages to 20 routers at the same time, the closest router will not be rebooted because of

faster upload time, only to interrupt the rest of the 19 uploads.

To create a new RouterOS Device Group, click on the add button and select the RouterOS devices from the

provided list.

Note: If there are no devices listed, make sure that your RouterOS devices are marked as RouterOS in the

device settings dialog

3

T

-

List Tree RouterDS |Types Mac Mappings
Device Group | Wireless Registration  Simple Queue
o || - (1 @ & v | ~Upgrade

Mame Dievices
Home Rouwterd2S .. 10581

8 Home RouterQS devices - Device Group

5 [eS]

Mame: |H|:|me RouterD5 devices

Mame
v 10581
152 168.88.1

Dievices:

Ok

Cancel
Apply

Motes

Copy

Remaove

It is also possible to upgrade whole groups of devices by right click, or by selecting the particular group and then

clicking the Upgrade button.

Note that The Dude will automatically choose the needed packages. The packages need to be in the Dude Files list.

Of many versions are available, it will be shown as a choice.

b

List Tree RouterOS |Types Mac Mappings
Device Group | Wireless Registration  Simple Gueue

o || - 1 M & v | ~Upgrade

Mame Devices 410
Home Rouwter0S ... 10.5.8.1

S50betad
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Wireless Registration

The registration table shows all wireless devices that are connected to your RouterOS devices in a combined

interface. The table shows the following information:

* Device - which device is the owner of the particular registration table entry

* Radio name - the name of the wireless device, as it was set in RouterOS wireless settings

e MAC - MAC address of the device that was connected to the particular Device

e AP - whether this device is a client or an AP

¢ WDS - whether WDS is used in this particular connection

¢ TX/RX Rate - Current datarate of the connection

» TX/RX Signal - Signal levels of the connection

* Comment - Comment

* Last IP - the last IP address which sent a packet to the device. Is not directly related to this entry, or the wireless

connection

- NS
List Tree FouterDS |Types Mac Mappings
Device | Group Wireless Registration | Simple Gueus

#h é (4] i
Device Radio Name MAC AP |WDS | Tw/Rx Rate Tw/Rx Sig... |Comment Last IP
192.168.881 (DDOC423AED41 Routerboar: 24 ED:41 yes no 65 OMbps-HT -42/-48 10.5.8.1

Simple Queue
Allows to view and edit simple queues in RouterOS. If your RouterOS devices contain simple queues, they will be
displayed in this window. You can double-click a Queue and edit it's basic values as seen in the image above.
Clarification of the values can be read in the RouterOS Queues manual.

-

Lis Tree RouterDS |Types Mac Mappings

Device Group Wircless Registration  Simple Queus

| = v % S

Device Name Comment Destination Target Foc Limit Max T Limit Ma
X 152.168.... queuel 10.5.8.3/32 512 kbps 2 Mbps

& queuel - RouterOS Simple Queue

General | Advanced 0

ml

Name: |aEENE Cancel

Comment: | Apply

Target: [10.5.8.3/32

L1

Roc Limit Maxe: [ |512000

Toc Limit Maxe: [ 2000000

Total Limit Max: [~

e Limit: |_|

Tax Limit: |_|

Total Limit: |_|
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Types
It is possible to assign icons to your devices, based on the device type. Device types can be configured in this menu.

Each device can have required identification patterns, based on services The Dude discovered running on it. For
example the predefined requirement for a "Mail server" device type is a running SMTP service. You can change the
required services for existing devices, or add new devices with new requirements. These predefined requirements

will be used when using the Device discovery

w
List Tree Router0S Types | Mac Mappings
. N W= . "
# Name Motes ] 8 New Device Type [—l—‘—jﬁl X

1 MikroTike Device . .

2 Bridge General | |dentfication  Services

3 Router . : =

4 Switch Name: [BT=cHb

B Dude Server G

dns. ¥ | | ooo

& Windows Computer |E| resva J

7 HP Jet Direct

g FTP Server IIIIEIII

5 Mail Server .

lean: Copy

10 Web Server
1 DMNS Server
12 POP3 Server }

13 IMAP4 Server

14 MNews Server

15 Time Server 100

16 Printer Scale: [100 J . . | . ;%

7 Some Device il 400 600 ] 1K

* Insert Varable
http://[Device.First Address] -
1

Adding a new Device Type

By clicking the add button in the Types tab of the Devices pane you can add new Device types. The add dialog
contains the following fields:

* Name - the name of the new type

* Icon - the image of the device icon. Shows dropdown list from the Files section. Also shows icon preview.

* Scale - The icon for this particular type can be defined as smaller or larger than normal. Default value is 100%
* URL - The link to the HTTP webpage of this particular device, is used in the Web tool in the device right-click

Tools menu. This setting allows any attributes and variables to be used, for example:

http://[Device.FirstAddress]/cfg?user=[Device.UserName] &password=[Device.Password] &process=login

In the Identification and Services tabs, you can set the Required, Allowed and Ignored services for this type of
device. These settings will be used by default when adding a new device of this type, and when using the Device

discovery

The Tools tab allows you to define device type specific tools
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MA C mappings

This tab shows the MAC address and IP bindings that are learned from all your devices via SNMP and RouterOS
ARP.

-

List Tree RouterDS Types Mac Mappings

S |ew ™M
Address MAC Source Device Source Type
105882 001070907508 10581 snmp dhep lease
105882 001070907508 10581 ENMp am
10.5.8.52 00:10:52:B0:C7-H6 105.81 snmp dhcp lease
10584 00:1F-29:26:4F30 105.81 snmp dhcp lease
1056233 00:1F-29:26:4F30 105.81 snmp dhcp lease
10.5.8.105 00:1F5B:E7:23:F7 10.5.81 snmp dhcp lease
152.168.88 254 00:1F:DO:5F:58:A1 152.168.88.1 ENMp arp
1058177 00:1F.D0:5F:58:A1 10.5.81 snmp dhcp lease
152.168.88.254 00:1F:DO:5F:58:A1 192.168.88.1 ros ap
10583 00:21:5AE6:ED:3Z2 10581 snmp dhcp lease
10583 00:21:5AE6:ED:3Z2 10.5.81 SNMp ap
10583 00:21:5AE6:ED:32 152168881 ros ap

Manual:The Dude/Device map

The Device map shows the layout of the device icons in a way that's easier to comprehend. You can arrange icons in
any way you like, or use the Layout tool to do it for you. Devices can be added in the Map itself, or in the Device list

pane. They can also be automatically discovered with the Discovery interface.

The map contains two layers, device links, and device dependencies. To avoid receiving reports about each device

status when a parent device is unreachable, you can configure which device is dependent on which other device.

Hovering your mouse cursor over a device item will show you quick graph of the service availability:
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Harvard| Maotes:

cpu: fodicle Eno

E Cambridge Ave "%

152.168.881 " o
Device 152.168.88.1 (MikraTik Device)
IP: 152 168.88.1

MAC: 00:0C:42:48.3F:F7

Services (8):

Up: ssh, telnet, dns, http. ftp, cpu. disk
Down: ping

System Name: nomis

Description: router

Uptime: 2d 20:23:42.00

Contact: 3nd floor

Location: Random

Router05: 4.10 [mipsbe) routeros-mipsbe

g

@ ping @ 102.168.88.1 @ sh @ 192.168.88.1
(@D telret @ 192.168.88.1 [ dns @ 192.168.88.1
(@ nttp @ 192.168.88.1 @ ftp @ 192.168.88.1
60%
0%
il
Sand gy 1 I —— I
89:3 89:45 10:08 10:15
@ e 192.168.88.1 @ disk @ 192.168.88.1

F Fadl Nir

Add item - Allows you td inanually add a map element, possible choices:

* Device - Any device that can or cannot be pinged. Devices that can't be monitored can be added for illustrative
purposes

* Network - a network cloud icon to help visually organize the layout

* Submap - Submaps are shortcut links to other maps, to help you expand the map in several hierarchical layers

» Static - A generic icon that can represent anything

* Link - Allows you to link devices together if they are connected.

Remove item - Delete any item from the map

Copy and paste - To be able to copy items to other maps

Lock - Lock helps to avoid accidental moving of items around on he map

Drag - For large maps, drag icon switches to drag mode, from the default select mode

Select - Selection mode for selecting map items

Map settings - Opens current Map settings

Discover - opens Device discovery window

Tools

e Layout - arranges the Map icons in logical arrangements

* Export - saves current view as a raster image

Find - Opens the search window for searching items in the current pane (Map in this case)

Item alignment - Select multiple items, and then choose one of the two alignment icons to organize items in

Rows or Circles.
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Polling

This tab allows you to configure polling times and timeouts specifically for this map. Map specific settings are

always overriding general settings, but device specific settings take preference.

W 192.168.881 - Device

General Poling | Services Outages Snmp FouterDS History Tools

| = | |

[ o |

W Enabled] Cancel
-}
Pm hmd m woz jv Ll I) L] L T T T T 1 L] I T T L} L I L
default 25 35 s 155 Xs lm m S lwm 13 Fm 1k 2h 3 Bh 1A I
o Motes
Frobe Timeout: |00°00:02 :lv r |‘J T T T T T T T T T T T T T T T T Remove
default 25 55 10s 15 s In m S5n  lim 15 3m 1k 2h 3h Bh 12h 1d
18 * Tools
Fmbe m m 1u d r T T T T T T T T I‘.l T T T T T T T T T r 1
default 1 2 3 4 5 & 7 B 9 1o 12 14 16 18 .1} -] 50 109 Reprobe
¥ Use Notifications Ak
= Unack
Hame
beep Reboot
v flash
log 1o events Reconnact
Notifications: log to syslog
v popup

* Enabled - Whether to poll any services on this device
* Probe interval - How often should the services be polled, in seconds
* Probe timeout - how much time should pass from start of a specific poll until the service is considered non

responsive (timeout). When this state is reached, the device is still Green, but the individual Service will show

Timeout and will turn Orange

————————————————————————————————————

* Probe down count - how many times should the poll fail until the service is considered down. When this state is

reached, the Device icon will turn Orange, any specified Notifications will be run, and the individual Service will

turn Red

¢ Use notifications - what action should The Dude take if one of the services reaches Probe down state.
Notifications can be chosen from the predefined list, new notifications can be created in the Notifications pane,

which is available in the main Menu pane, or in this same window by clicking the ... button.

Example: In this case one service has reached "Probe down" state, as all the required polls ended with timeout. The

service has turned red (down) but device icon is Orange, because other services are reachable.
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P—
i 192.168.88.1 - Device

. General Poling Services |[h.tag&a Snmp  RouterDS
192.168.88.1
i g — | AR P =TT
1 |T],rpe # |F‘mblern
[ cpu ok
o disk ok
F dns ok
- ftp ok
‘ F hitp ok
P ping timeowut
- =sh ok
- telnet ok

Outages
Shows current and past issues of the specific map. Can filter by Status, Device or Service.
-
& Local - NetworkMap 0 & ==
General Poling Outages |w Background BExport
“® Seatus: [al =] Device: [al =] Service: [al =
P acive Jul/01 15:48:38 3d 18:1321 192.168.88.1 ping
resolved Jul/02 1355:30 00:03:00 10581 disk
resohved Jul/02 13:53:16 00:01:55 152,168,881 ssh
rescived Jul/02 135315 D0:01:55  152.168.88.1 telnet
rescived Jul/02 135315 00:0451 192168881 dsk
resolved Jul/02 13:53:15 00:01:56 192.168.88.1 ftp
rescived Jul/0Z2 135315 D0:01:56  152.168.88.1 dns
rescived Jul/02 135314 00:0452 192168881 epu
resolved Jul/02 13:53:14 00:01:57 192.168.881 hitp
rescived Jul/01 1553:40 00:03:30 10581 cpu
rescived Jul/011553:36 00:0330 10581 dsk
resolved Jul/01 15:47:35 00:00-41 192.168.881 ping
rescived Jul/01 15:46:55 D0:00:15  152.168.88.1 ping
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Appearance

In this tab you can configure colors and shapes of the map items, and the map itself.

r -
& Local - Network Map @ =
General Poling Outages Appearance | Background Expordt E

default Cancel
labelRefeenievet: [B2POO0 <] (0 —
default 2s 55 las 15z ¥s Im F. “m 16m 15m ¥m 1h Zh ENY bh 1 d w!-
Global values of following settings are used for this
ap f ol speciied here or in items specfic Notes
sppearance settings
&- Device
LHcrmn:I I‘
o -
——-————————————————————}
——————————————————————————————————————— R
R
[Device. Mame] =
Label: |[device_peformance][Device SenvicesDown] -
Shape; [I:Imdmﬂa - -
[Bestream Vera Sans =@ =]~ [B]2]] x]] el
Font: -
Sample Text
- Metwork:
w - Submap
- Shatic
- Lk
D ——

Map specifics

¢ Label refresh interval - How often should the labels be refreshed. Device settings take preference, if defaults

used here, Global settings are used.

* Background - Color of the map background of no image is used

Color and shape settings

You can configure the colors of various states for the following items: Devices, Networks, Submaps, Static items
and Links

It's also possible to choose the default shape for icons, and the thickness and type of link lines.

Background

This tab allows you to set an image as the map background. It's possible to use scanned maps or screenshots of

online maps for convenience.

It is possible to choose the scale of the image, and whether to repeat the image in x/y axis (tiling).

Export
It is possible to configure automatic scheduling of map image export:

* Type - image format to use (bmp, png, ps, jpg, pdf, svg)
* Interval - how often to save the map image



http://wiki.mikrotik.com/index.php?title=File:Local_-_Network_Map-2010-07-05_10.04.34.png

Manual: The Dude/Device discovery

28

Manual:The Dude/Device discovery

The Dude can automaticall scan ranges of IP addresses to discover active devices on your networks. To do this, you
have to use the Discovery interface. Upon first use of the Dude, the discovery window is opened automatically,

however, you can also open the discovery interface later, by clicking the Discovery button in the main button panel.

8 admin@localhost - The Dude 4.0betal =@ = |

| Prefersnces ||° Local Server || Help | BOH G ISTANGE VY IRELESS '.umm

HEE

£ =
== e[ ] B]/[h [ som | e | -ron | ][] ]t
[ Address Ui
& Admins
] Charts
] Devices
[ Files
] Functions
] History Az
[ Links
8 legs | ]
[ Action
[=F Debug
[} Bvent
57 Syslog
] Mib Nodes
=1 5 Network b =

4 (L 2

m

[Client: nc 319 bps / tx 197 bps |Server: e 215 bps /b 348

|Cor|r|ected

The discovery windows provides you with several options
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Scan Networks: [192.168.88.0/24

agent: [EE [E-

[~ Add Metworks To Auto Scan
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» Black list - You can select which devices should not be scanned. This is useful if you have printers that react
strangely to port scans, or devices that don't like to be pinged. Click the ... button to create lists of devices to be
used in the Blacklist.

* Device name preference - decides how to name your devices by default. Can choose between DNS, SNMP,
NETBIOS and IP or combinations of those. If the field is set to DNS to SNMP to IP, then DNS name will be used
when available, if it is not, then SNMP-derived name will be used, but if neither of them are detected, then IP
address will be used as the device name.

¢ Discovery mode - can choose between Fast scan by ping and Reliable scan that scans each service. When

choosing the fast scan, all devices that can respond to ping will be added to the Map, and then their services will
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be proofed. However, if you choose Reliable scan, the Dude will look for the specified services even in the
devices that couldn't be pinged. This is helpful if you have devices which can't be pinged, or which have the ping
blocked.

* Recursive hops - whether to scan recursively all the networks found connected to the initially discovered devices.

I.e., in case there were some network devices detected which are connected to more than one network, whether to
continue scanning also the network these devices are connected to. This parameter is set to the maximal hop
(network device) number, which to scan the connected networks from. Important! It is not recommended to set
more than 1 hop at your initial discovery, and never to set more than 5, as this will most likely scan thousands of
devices in all of your local networks, and will take a long time.

¢ Layout after discovery is complete will not only put the devices on the map in sequential rows, but will also

attempt to draw a logical map layout. Especially useful if discovering by more than 1 hop.

Services
This tab defines which services need to be
scanned at the time of discovery. To @ Device Discovery oo
improve discovery time, you should General  Servicss | Devics Types | Advanced
uncheck the services you are not interested
in. This also decides which services to probe o 2';':13 =
at IP addresses that did not respond to ping. v o =
v dude
the ... button allows you to add new probes Services To Discover: | ¥ fip i
. . v opher
that will look for other services. v ﬁp?ﬁdim
v hitp
v imapd
¥ memory
v mikrotik i
1“ — L1} 3
Device Types
The dude can also automatically assign
icons to your devices, based on the device @ Device Discovery [
type. Device types can be configured by General | Services Device Types | Advanced
clicking the ... button. Each device can have
required identification patterns, based on v 3:?; 3
services The Dude discovered running on it. v |DNS Server
v Dude Server |
For example the predefined requirement for v |FTP Server :
. . . . Device Types To Discover: | ¥ HF Jet Direct
a "Mail server" device type is a running v _|IMAP4 Server
v Mail Server
SMTP service. You can change the required * | MiooTik Device
v News Server
services for existing devices, or add new v EO"?‘ Server
L rinter .
devices with new requirements. P — b

Advanced

In the Advanced tab of the Discovery window you can deselect certain tasks that you don't want to be done.
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* Identify device types - follow the rules

set in the Device Types menu @ New Discover Info =le] = |
o Add networks - include icons for General | Services | Device Types  Advanced
networks ¥ dertiy Device Types
¥ Add Networks
 Add links - link devices together with W Add Links Apply
. I 2 Struct
lines W ;T:Y:rmksm -
. Layer 2 structure - ¥ Graph Service Poll Times
. V¥ Graph Link Bit Fate
¢ PPP links [~ Add Serviceless
¢ Graph service poll times
* Graph link Bit rate
e Add Serviceless (deselected by default) |

Discovery Process

After you have selected all the options, click on Discover and the process will be started. This will be indicated by a
Scanning information in the bottom edge of the Dude main window

B&Lnning 192.168.88.152 (3%)
[Connected |Client: nc 4 52 khps / te 1.27 kbps |Server: nc 1.8 kbps /b 35,

It is possible to monitor the scan progress in

. . . . [ v | = ]

the map settings window. Click the Settings ) Lol - Mo 1Y l' "
. . . . General | Poling Outages Appearance Background —Export
button in the main Dude window and in the |
Name: I Cancel
General view you will see the currently Defeukt Zoom: [100% =l
running scan, and the time of the next scan, Stalus: [up
if auto-scan was requested.
Devices: @ -2

& 2dmin@localhost - The Dude 4.0betal

|
@ Preferences | @ Local Server Help [l Y A e

K || Settings E -
Conterts |4 = Bz ®] [&][7]| k| settings
] Address Li| |
& Admins
] Charts
] Devices

Note: It is possible to stop scanning by selecting the running scan, and clicking on the blue minus button.
§ Read more

* Adding and editing devices
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Adding a new device

To add a new device to The Dude, you can either use the Discovery interface, in which case the device will
automatically be added with no settings asked from you, or you can add a device manually, by clicking the Add item
button above the Map window.

Once you click the Add Item button, you can then add a new device by clicking anywhere on the Map. The New
device window will be opened:

’
@ Add Device |23 |
Enter IF address or DN5S name

Address: [192.168.88.1

Login for fast access to device with TelnetAWVinbox

IUser Mame: Iadmin

Passwaord: I

IV Secure Mode

¥ Router 05!

Note: You can also add new devices in the Devices pane, in this case you will be asked to specify the Map

§ onto which you like to add the device
You will then need to provide the following information:

¢ Address - The IP or DNS name of the device you are about to add. Must be reachable from the
Dude server

* Username - Username for using tools such as Winbox (in case it's RouterOS), FTP, Telnet etc.

* Password - Password for the same

* Secure mode - Whether to use Secure mode when connecting to a RouterOS device. Uses TLS connection.

* RouterOS - Whether this device is running RouterOS. Decides whether to show RouterOS specific configuration

options. This option also makes sure that the devices can be grouped in Groups, to allow mass upgrades.

After clicking Next you will be asked to select which services you wish to be monitored on the newly created device.
It is also possible to scan for services with the Discover button
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p
@ Add Device .
Add services you want to monitor on this host

e =B @ | 22| 3] 3| ED| s | Discover Statuszl aII;lIflv
|T3rpe f|F‘mbIem |I'~.Iut&a

After clicking Finish, the device will show up in the Map window and also in the Devices list. You can now double
click it to open it's settings. It's also possible to right-click it and select Settings.

Device settings

]
]

@ 152168881 - Device

Genersl | Poling Services Outages Snmp RouterOS History Tools |I|
Name: [T Agent: [defaut =]z ][]
Ao 152 7655 (@15 somp e [sok =1 e
DNS Names: [gateway local net % UserName: [admin [ Notes |
DMS Lookup: ™ none  addresstoname ( name to address P I-m-----
DNS Lookup Interval: [60 M [ Sacure Mode
MAC Addresses: [00.0C-42.48:3F F7 4 [ Router0S ~ Tocls
MAC Lookup: ™ nmone @ iptomac  mactoip ™ Dude Server
Type: [Same Device o e
Parents: | % Serviees . @ -5
Custom Field 1: |
Reboot
— - =

Custom Field 3: |
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General

This window allows you to configure the most important settings of the device:

Name - any name, for example Our main E-mail server

Addresses - the IP addresses of the device. You can enter one, or use the arrows to add more fields

DNS names - DNS names of the device, if any

DNS lookup - How to perform automatic DNS lookup if needed

DNS lookup interval - How often to check for DNS name changes

MAC addresses - MAC address of the device

MAC lookup - How to perform MAC address lookup if needed

Type - Device type selects what icon to use on the map. Some device (generic) is used by default

Parents - Which device is the hierarchical parent of this one, builds reachability dependencies to avoid multiple
notifications in case parent device fails (in which case child devices are also unreachable)

Custom Fields - Any data can be used in the custom fields, like address, coordinates or contact info

Agent - Agent to be used to reach and monitor this particular device. Agents are other Dude servers that have
acess to networks the current server can't reach.

SNMP profile - SNMP profile to be used for this device. Default selection between SNMP1 and 2, can add
SNMPv3 by opening the Edit window.

Username and Password - How to access the device from within the Tools menu (Winbox, Telnet, etc)
Secure mode - Whether to use TLS secure connection for Winbox

RouterOS - Whether to show RouterOS specific menus

Dude server - If it's another Dude server that could be used as an agent. Devices marked as Dude Servers also
have a Dude tab in their settings, where you can directly view their maps, without disconnecting from the

currently opened server.
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Device specific actions

¢ Ack - This button acknowledges that a problem exists, and an administrator is working

on it. This will stop any notifications from being sent. The device icon will turn Blue ik

¢ Unack - This button removes previously set Ack and reprobes the device, to check if

Cancel

the solution was effective. If the service is still down, the Device icon will again turn

Red. Apply

* Reprobe - Manually run poll for all the services sooner than the Probe Interval.

* Note - Possibility to add comments about the device Nates
* Reconnect - For RouterOS devices, it's possible to reconnect to reload settings
* Reboot - restarts the device physically Remaove
. -
Polling Tools
This tab allows you to configure polling times and timeouts specifically for this device. Reprobe
Device specific settings are always overriding general settings and map settings.
Ack
) 192168881 - Device I el S |
Genersl Poling | Services Outages Snmp RouterDS History Tools |I|
¥ {Ensbled] [ cacal |
s —
th Irtmd m woz hd L I) L T T L T L] T T L] T I T T L T T I Pom’
defaul t 2% 5 l8s 15 Hs Inm M S lém 15 Fm 1k 2h 3h Bh 1 Id
F'robe rmm' 00:00:02 » T |‘J T T T T T T T T T T T T T T T T T Remove
default 25 3= s 15 s 1m m 3m ldm 13 30m 1n 2h 3h Gh 1 1d )
18 ~ Tools 1
FIIDbe m CULI"ﬂ 1u j' r T T T T T T T T T I‘J T T T T T T T T T r 1
default 1 2 3 4 5 -] 7 8 9 1 12 14 16 18 n 5 50 100 | Reprobe
¥ Use Notifcations [ ax
= [ ek ]
Name:
besp Reboot
v flash _
log to events | Reconnect
Notifications: log to syslog
¥  popup

e ———————————————

* Enabled - Whether to poll any services on this device

* Probe interval - How often should the services be polled, in seconds

* Probe timeout - how much time should pass from start of a specific poll until the service is considered non
responsive (timeout). When this state is reached, the device is still Green, but the individual Service will show
Timeout and will turn Orange

* Probe down count - how many times should the poll fail until the service is considered down. When this state is
reached, the Device icon will turn Orange, any specified Notifications will be run, and the individual Service will
turn Red

» Use notifications - what action should The Dude take if one of the services reaches Probe down state.
Notifications can be chosen from the predefined list, new notifications can be created in the Notifications pane,

which is available in the main Menu pane, or in this same window by clicking the ... button.

Example: In this case one service has reached "Probe down" state, as all the required polls ended with timeout. The

service has turned red (down) but device icon is Orange, because other services are reachable.
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&8 192.168.88.1 - Device

. General Poling Services |[h.rtag&a Snmp  RouterDS
192.168.88.1
u: 7% disk: 44% g | = R || 52 #h | Z| v
| |T1,rpe # |F‘mblern
[ cpu ok
o disk ok
F dns ok
- ftp ok
F hitp ok
\ P ping timeowut
[ ssh ok
- telnet ok

Services

In this tab it is possible to configure services that should be monitored for this specific device. You can also

automatically discover available services.

[ & 192.168.88.1 - Device
General Poling 5envices | QOuiages Snmp Rower0S History Tools

dh Hiré. s | ﬁﬂ%ﬁﬁ:ﬁmm:
Type

4
;

[

| Notes

§53885885
%%g%%i%%;

To add a new service, use the add item (plus) icon. To discover all services that respond to The Dude, use the
Discover button.

Each service can have specific settings, which override the device settings, the map settings and the general

settings. Double click to edit a certain service, or click Add item to add new service and set all the settings in the
Add dialog.
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M service 0 - s - = [ %

Genersl |Nc)1ﬁca:|ons Outages  History

Device: [192.168.88.1 [0 |[aea] Status: |down Cancel
Probe: ||Jir'|g E Problem: |timeout Aoply
i Agert: Idefau“: ;I El Probes Down: |'BBE m
W Enabled Time Last Up: |00:00:13 IT‘
Py
Probe Port: I-I Time Last Down: |DD:DD:38 IW
default Time Unp- |D-|2353
Probe Interval: I 'I a -
default 1Im  3m  13h Time Down: |DD:23:57"
default
Probe Ti : -
robe Timeout — default Im 3Im 1z2h
default
Probe Down Count: I 'l ,'J — T T T T
default 6 9 14 25

It is also possible to specifically set notification types for the individual service of the individual device in this

window.

In the Outages tab you can see current and previous outages, their start times and durations. Note, that if the device
is Acked, the Outage will still be visible as Active

ove

Unack

ri Service | =] B |
General Mctifications Outages ‘I—istory Ok
Status: |all ;I IQI Cancel
|StE|1u5 Tl'l"lme |D|_||E|tion | Apply
= active 15:48:38 00:26:19
resolved 15:47:35 00:00:41
resolved 15:46:55 00:00:15
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Outages

Shows current and past issues of the specific device.

SNMP

Shows information about device configuration, if this information is available over SNMP. All of these parameters
are available from RouterOS. If the device is not RouterOS, it could still provide some of the information, so some

tabs would show it, some would be blank. The information is read only.

[ @ 192.168.88.1 - Device
General | Poling | Servioss | Outages 570 | Hetory | Tools

rieface ||p Route Ap Eddge Fdb Storage Cpu Wireless Station Fegistration Table Simple Gueue Dhep Lease

L= 00T =g
Name ¢ | Type MTU Tx Rate Rx Rate
| etherl (2 athemet-cama ... 1500 0bps 0 bps
X sstp-out (4) other 0 Obps Obps
X wian1 (1) weeeB0211 1500 Dbps O bps
wian2 (3) eaeBl211 1500 DObps Obps

TR

¢ Interface

« IP

* Route

 ARP

* Bridge FDB

» Storage

« CPU

¢ Wireless station
* Registration Table
e Simple queues
¢ DHCEP leases
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RouterOS

This Tab is specific to RouterOS devices and allows you to configure RouterOS basic settings. Unlike the SNMP
tab, this tab allows editing of settings, if the username and password were correcly provided in the General tab. This

tab is only available if the device was marked as RouterOS in the General tab.

[ & 102.168.88.1 - Device
General Poling Services Outages Snmp Fouter0S  History Tools

ieface @ |Route Ap Package Fle Neighbor FRegistration Table Smple Gueus Dhep Lease

+ LAY interface: [all =5
Address Network |Broadcast | iterface

D 10586724 10580 1058255 wian2
192.168.0.2/24 192.168.0.0 192.168.0.255  wian2
19216888.1/24 192168880 19216888255 etherl

110l

Allows configuration of the following settings:

* Interface

e IP

* Route

* ARP

* Package

» File

* Neighbor

» Registration table

* Simple Queue

e DHCP lease

See the respective RouterOS documentation sections to see how to configure these items. The configuration is just
like in Winbox, in some cases more simplified (for example for Simple Queue).
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History

Shows response time graphs of the configured services for this device. Image of the graph can be exported to raster
image file. Different zoom ranges are available either by the scale switch, or by the dropdown menu (more granular).

[i 192.168.88.1 - Device I E

General Poling Serices Outages Snmp RouterDS  History | Tools

10:2% lD 28 10:3 19 EH IB £

@ rig @ 192168881 @ =:h @ 192.168.88.1 D telnet @ 192.168,88.1 ([ dns @ 192,168 88,1 @ nttp @ 192.168.88.1
. D ftp @ 192.168.88.1

LY

EEEIHEHEEH

1o

e e e S E—

10:% 10:28 0:3 10:32 03
B cpu @ 192.168.88.1 B ci=k @ 192.168.88.1

‘ |;|I

Tools

Allows you to configure specific Tools to be available for this certain device, in addition to the default tools (FTP,
Telnet, Winbox etc.) Once configured, the new tools will be available in the Map (Right click device) or by opening
the Device settings in the Tools button.

Can be useful for executing custom programs and passing them variables, which can be practically anything the
Dude knows about the device.

& 192.168.88.1 - Device
General Poling Services Oulages Snmp  RouterOS  History Tﬂ'ﬂh|

EAECCRCSIRr 1P [=d

& Run batch file - Tool =

Type: |=wcl.ne

Name: |Run batch fie

~ Insert Variable

pause

=
[[ox |
Conmend: |Crappe'tools\batch bat \Device FrstAddrese] [ rotes |

[
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After you have configured the new tool in the Device specific settings window, the new Tool will become available
inside the Device settings window "Tools" button, and also upon right click on the device. Only this specific device
will have this tool available, if it was added in the device settings window. To add tools available for all devices, use
the Tools Pane, available from the Main Menu pane.

Settings

Appearance -
=4 Tools b | Ping

Reprobe & Traceroute

Ack 5] Snmpwalk

Unack & Scan

Upgrade v [[H Winbox

Force Upgrade L Terminal
] Motes & Remote Connection
== Remove ¥ Torch

Select Adjacent =] Bandwidth Test

Spectral Scan

- O Telnet

O web
O Dude

|lE Run batch file I
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- HHEE
Links |TFD&B
E‘ E‘ Type: [all R AR @
|Dev1'ce / |Mastering Type Map Motes |
10.5.8.1 simple Local
192.168.881 routeros Local
[ @ tink L= | B e
e [

ke

Device: |192.168.88.1
Mastering Type: © simple ¢ snmp

% routeros Apply

Cancel

o J[eme]

Interface: lean2

=

Speed: |_|

Tyve: I | o [aoo]

fesy

Remaove

The Links pane shows all connections between devices that are shown on the map. New Links can be added on the

map by clicking Add and then choosing Link. When using the Discovery interface, links get added automatically,

but can be viewed and edited here.

@

| 8@ Add Link

Vienpadsmit (5280) -48
Rx: 512 bps (65 Mbps)
Te: 8 bps (65 Mbps)

- | Mastering Type: Isnmp ;I

Links can be static things on map. or they can show

some statistice about some interface, here you can
set how link should be managed

Device: [10.5.8.1 |

Interface: |EHEaRLE)] -
Speed: |_|

P P

| Frish || Cancel |

Type: Iunknnwn
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Adding or Editing

Device - IP address of the device that is the master of this link

Mastering type - The way the traffic information will be received

Interface - which interface is the link connected from, used for traffic information

Speed - Maxmum possible speed of link, used in graphs and speed report

Type - Link type, can be selected from predefined list, or add new types. Depending on type, can use different

graphical representation on the map

Viewing History

Double clicking on a link, and choosing History will show you the speed graphs of this link. It is possible to turn off

graphing on a per-link basis here.

p
@ Link |. =] = |
Ok
Cancel
~ Export Zoom: | i" all| LI Apply
8 Mhit/s
Motes
6 Mbit/s Remove
4 Mhit/s
2 Mhit/s
Jul Az Jul a4 Jul 05 Jul 06 Jul a7
@ 1an2 @ 192.168.88.1 tx @ «1anz @ 192.168.88.1 rx
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Link types

Several types of links are predefined in The Dude, each with their own Maximum speed and display style. You can
make new link types in the Links -> Types tab.

Links Types
g = By 02 O M E v

fast ethemet & New Link Type
ethemet

2
3
4 vlan Mame: I
5
[
7

paoint to paint
wireless Shyle: Isnlid
zome link

Thickness: |2

Snmp Type: IEer:.r
Snmp Speed: |0
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This Pane shows the items with the type Network that are added to any of your maps. It allows to edit the network

Subnet, add note to it, and remove the items altogether.
w

= ] S v

Mame Subnets Map
Local 10.5.8.0/24 Local
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Service overview

The Services pane gives a quick overview of all the currently monitored services and their status. The Services tab
shows a table that can be sorted by Device, Type, Status and Note and also gives you the ability to filter by Status,

Type and Map
§ admin@localhost - The Dude 40betal | (5
) | Preferences || @ Local Server | Help OTSF0T, 5u.rr;1um
| [ setngs | @@ —l" WIEE
Contents Oulages
O NIREIE o] [ cov Satos [ a1 =] Type: [ Sl [ @ ] B
& Admins Device | Typa [Problam Motes
= 5 Chans F 10581 epu ok
] Test Chatt P 132188331 cpu ok
Devices F 10581 dsk ok
= Files F 132182381 disk ok
5 Functions F 10581 dns ok
5] History Actions F 192168881 dns ok
[ Links F 10580 fip ok
- B Logs F 192168881 #p ok
7 Action F 10581 Fip ok
7 Debog P 15915814715  hp ok
£] Event P 192168881 hitp ok
L7 Sysleg F 10581 ping ok
Dmm [ 192.168.38.1 ping timeout
= 5] Network Maps F 1058 h ok
£ Local P 132188331 ssh ok
3 Networks F 10581 tednet ok
5 Notfications F 192162831 teinel ok
= [ Panels
£ Panel
B admin 127.0.0.1
[ Probes
£ Services
B Tools
Conrected Chent: ¢ 615 bps /1x 194 bps Server. o« 8,83 kbps / tx 547 kbps
b

Just like in the Device settings, you can also add new services with the Add button:



http://wiki.mikrotik.com/index.php?title=File:Admin@localhost_-_The_Dude_4.0beta1-2010-07-06_10.38.23.png

Manual:The Dude/Services

47

-
8 Mew Service

General | Motffications ~ History

Device: [10.5.8.1

Probe: [ETIRMM | o | ooo]
Agert: [defaul =1[a [0

¥ Enabled
Probe Port: |_|

default
Probe Interval: I vl
default Im  3m 1Zh

default
Probe Timeout: -
default Im  3Im 1Zh

default
Probe Down Count: I vl J

default & 9 14 25

Probes Down: |1]

;I IZI Status: |unl{nowr1

Cancel

Problem: |

Apply

Notes

Time Last Up: |DD:DD:DD

Time Last Down: |DD:DD:DD

ave

IFIER

Time Up: |DD:DD:DD

Time Down: |DD:DD:DD

See the Device settings document for more information on how to add a new service.

Outages

The Outages tab shows current and previous service reachability issues, their start time, duration and status. This list

can be sorted and filtered

- —
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-
+ | || & | esv
Mame Type Motes
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The Notifications pane configures any actions that can be taken when a device status changes. The predefined

Notifications are the following:

Beep - Makes a beeping sound from the PC speaker of the server PC
Flash - Flashes the Dude taskbar menu

Log to Events - Saves information to local Event log

Log to Syslog - Saves information to Syslog

Popup - Opens a small notification window

You can also add new Notifications, more types are available in the add dialog.

Email - Sends email, need to specify Server address. Authentication not supported.

Execute locally - Run command on the local Windows machine (where Dude viewer runs), can pass variables
Execute on server - Run command on the Dude server machine, can pass variables

Sound - Plays sound. Sound files can be uploaded and chosen here

Group - Executes a group of actions

Speak - Uses Windows speach ability to say the message in a computerised voice

Log - Saves to local Dude Log file

Syslog - Saves to remote Syslog server. Need to specity Syslog address
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Each notification can be configured to run only at certain times of day. For example you might not want to play the

siren sound at night, if your service is not that critical.

f& beep - Notification = | = XS |

General Schedule | Advanced Ok

[ o |
mon | tue |wed | thu [ fr sat
| Remove |

Activity:

- Active hours [1- Inactive hours

It is also possible to configure how many times a notification should be run, at what intervals and at what specific

status changes.
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Note: If you would like different notification behaviors for different groups, create different notifications. For
% example you might have Siren for Servers and Siren for Printers and one of them would repeat 3 times and

the other would only run during daytime
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Adding new charts

-
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The Charts pane allows you to set up visual area charts to represent any data that is available to The Dude. Click on

the Add button to make a

new chart.

The Dude will automatically offer existing data sources that are known from the Devices you have created. Simply
choose one or more data sources for your new chart, and click OK to finalize the setup. All created charts will be

listed in the Charts pane. You can open any chart for viewing from the lefthand menu or from the list in the Charts

pane.
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Data sources

In the Data sources tab you can add new sources of Data that have not been previously known from the added
device polling mechanisms. You can also specify the amount of time that specific data ranges will be kept in the

Dude database. The Dude will show approximate amount of space they will take up.

When adding a new Data Source, you will be asked for Code, which is a scripting language of the same kind that is

used in the Dude Functions. See examples in the Functions section.
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The Functions pane lists all the functions that can be used in the Dude, for example in Charts. You can open up
predefined functions so see how they are written. The function language consists of expressions and formulas,
similar to Excel spreadsheet formulas. You can use SNMP OIDs and other values when writing a new function.
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Agents are other Dude servers that can be used as intermediaries for device monitoring. They are especially useful

if you want to monitor devices within different locations, not all of which are directly reachable.

.- R ] P
ey e ubages ey Seeel  ames T
—
o ——— P @
il L - .
e iy 0 e - — - - e— " N
- T - - - i
[ . i i [ ] " S
L EY - e _ - p— - =

Note: As the most simple example - you could have a Dude server monitoring your office computers, and
£ \ when you would want to monitor devices in your branch office, you would install the Dude server package on
§ the branch office Gateway router, and then specify this device as an agent. This agent would then be able to

scan and monitor devices behind itself, inside the private network.

You can specify Agents when using the Server settings, Device discovery and also when setting up

devices manually.

Clicking the browse button ... next to the Agent dropdown in both of those places allows you to add and edit agents.

@ Agents
+|=|[E=)|@ [¢]%] =] @&

| |&atus |Name |Flddrﬁss i |F‘urt |Us&r MName

’
& New Agent

Mame: |Hume Gateway|
[+ Enabled
Address: |192.168.88.1

Port: |2210

|ser Mame: |E|dmin

Fassword: |

¥ Secure Mode
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RouterOS as Agent

To use RouterOS as a Dude server or agent, you need to install the Dude package onto RouterOS. Download

package from here: http://www.mikrotik.com/thedude.php

Manual:The Dude/Logs

The Logs Pane allows you to set up new log, that can be used for local action logging, and for the built-in Syslog.
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When adding a new log file, you can set the following settings:

* Name - The name of your new log

» Start new file - How often to start a new file, helps reduce the number of log entries in one file, and organizes
logs for quicker navigation

* Logs to keep - how many log files shoud the Dude keep before removing old ones

* Buffered entries - how many entries to buffer in memory before writing to file
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When double-clicking an existing log, you will be able to see the same settings, and in addition - the existing log
files:

fl Action - Log Settings _——

I
]
H

General Files |

Curent File: |Action-2010.06.30-11.21og

[#][=][e][ @] [=] [#A][&en]

|Name |Size # |Notes
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Cancel
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bl
e

It is also possible to import a log file in case you want to combine logs from some previous location with the current
Dude logs.
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The Dude has a built-in standard syslog server, which can be turned on in the Server settings Syslog tab. It is also
possible to change from the default 514 port, to some other TCP port. The Syslog works very well with the
RouterOS Remote logging ability.

8 Server Configuration

General SMNMP Poling Server Agents Syslod |Map Chat Report Discover RouterDS Misc

Iv Enable
Port: [514
g | == v | % O M S e
# Source Add... |Regexp Action Motification Motes
1 accept log to syslog
8 MNew Syslog Rule l | =] Lihl
Source Address: % [10.10.1.3 - Ok
Regexp: b Cancel
Action: ™ accept  passthrough  drop Apply
Motification: ||:n:||:u.||:| j o ooo
Motes
Copy

The Syslog settings allows to set up rules based on source address and log line content. This allows you to filter the
incoming logs, and send specific ones to specific log files, or ignore certain logs.
Note: By default, the Syslog settings contains one rule - accept all incoming logs, and save them to the Syslog

log file. This can be changed

)

The syslog also allows you to use the standard Dude Notifications for specific incoming logs.
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The MIB nodes pane in The Dude displays the MIB files that are known to the Dude. To add more MIB files to this
pane, upload the MIB file in the Files pane and it will appear here automatically.

MIB Files

A Management Information Base (MIB) is a map of the hierarchical order of all of the managed objects or MIB
variables. Each system in a network (workstation, server, router, bridge, and so on) maintains a MIB that reflects the

status of the managed resources at that system.
A MIB file is a database of OID values that can be viewed through SNMP. OIDs are arranged in a tree-like structure
that begins with a root and expands downwards into branches. Each point in a MIB tree is known as a node.

Note: a MIB file is that it's a kind of dictionary or code book that is used to assemble and interpret SNMP

% messages.

The value of each OID consists of a sequence of integers. The dotted numeric string representation

of an OID separates its subidentifiers with periods; for example, 1.2.3.4.5.6. A MIB variable is

referenced by its OID, as well as by its instance identifier, such as INTEGER, STRING,
COUNTER, and GAUGE.
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Filters
* Module - Device type (MIB file)

* Type - Type of information (integer, octet string, 32bit integer, counter, gauge etc.)
e Access - Data access possibility. Create, Notify, Read only, Read Write, Write only, No access
* Status - All, Current, Deprecated, Mandatory, Obsolete

External Links
You can read more about MIB files in the following resources:

* http://msdn.microsoft.com/en-us/library/aa909982.aspx

* http://www.dpstele.com/white-papers/snmp-implementation/mib_files.php
* http://en.wikipedia.org/wiki/Management_information_base

* http://www.fags.org/rfcs/rfc1213.html

Manual: The Dude/Probes

The Probes pane shows the available methods of checking for device services. Probes are used when discovering
new devices and when polling existing devices.
There is a wide choice of predefined Probes, and you can also add new ones. Double-click an existing Probe to see

how it was set up, or to adjust it's settings.

-
ik | |4 | S | esu
Mame Type MNotes
dns DNS
cpu Function
disk Function
memany Function
virtual memory Function
ping ICMP
md 50:50 Random
i hp jetdirect SHMP This service is useful only for HP Jet Direct printer server indentification
i mikrotik SHMP This service is useful onty for Mikro Tike device identffication
f router SNMP This service is useful only for Router identification
i switch SHMP This service is useful only for Switch identfication
i windows SHMP This service is useful only for Windows computer identification
dude TCP
ftp TCP
gopher TCP
http TCP
imap4 TCP
nntp TCP
pop3 TCP
prirter TCP
smtp TCP
ssh TCP
tcp echo TCP
telnet TCP
time TCP
nethios uop

radius UDF
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Adding new probes

There are several probe types, they are:

DNS - Sends DNS resolve request with specified name to resolve, and optionally checks if response matches the
specified IP addresses (at least one of them)

Function - Performs custom functions to decide if service is up. If the device is up, can graph data of another
function

ICMP - Sends ICMP echo requests (pings) of specified packet size and TTL. Can try a number of times, and
specify retry interval.

Logic - Logic probe invokes other probes and performs logic operations based on results

Random - Randomly decides if service is up, or not. Can specify up chance. Useful for testing.

SNMP - Will query specified OID and service will be up, if a response is received and result of comparison is a
logical true

TCP - Generic TCP probe, can be used for various protocols. Can send and wait for specific responses

UDP - Generic UDP probe, can be used for various protocols. Can send and wait for specific responses

& New Probe Lo | B [

MName: IF‘mbe Ok
Type: |Function ;I Cancel
Agent: hoes Apply
Er;z MNotes
e co
TCP Remove
LUDFP
Available:
Emor: I
Walue: I
Unit: I
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General
Allows to set Primary and Secondary DNS servers to be used for domain name resolving in all Dude settings panels.

i

il

W Server Configuration

General |SNMP Poling Sever Agenis Sysiog Mesp Chat Repoit Discover RouterDS | Misc
namas and P addressas
e

Prmary DNS: [10.5.81
Secondary DNS: [0.0.0.0 =0
e ™
Prmary SMTP: [2000 (@]
Secondary SMTF: [0.00.0 =

Froen: [duds@some. domain com
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SMMP

Settings for default SNMP access ports and connection timeouts.

or v3.

Allows to add new profiles, based on SNMP v1, v2

W Server Configuration

Genersl SNMP |Poling | Server Agents| Sysog Map Chat Repot Discover Route0S | Misc

Drefault cptions for Semple Hetword: Management

el

Pretecol (SNMP)

Defaut: [uTpubic =
DEECEr
| [Name [Versi... [ Communay [Pat[Nates !

w1publc 1 public 161 |
w2public % public 1.1

w3 3 public %1

Ro-Snmp Fené
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.
Polling
Settings for default Service Polling behavior. Options similar to Services and Notifications
W Server Configuration L_M
General SNMP Poling |Server Agents Sysog Map Chat Repot Discover Foue0S | Misc |I|
¥ Enabied [ oply J
e :
Prbe btene [TOOED | (—p 4
18 I 5 s 15 e la = S W= 1 Ha 1h I 3h 68 1 W E
ios
Is 3 55 Qs 15 ¥s lm 3 5 = 1 XM= lh H 3h 68 12 14
3
PobeDownCowrt: [§ =] — ¢ — T 1T
]

T
2 ¥ 4 3 & T 8 % W 12 14 1B ® @ ¥ 2N 0

changes i not specied on kower level

| Nome:

Notification

Flaysound

besp

flash

o to events
¥ leglosyseg

popuR

Server

Settings for the Local Dude server. The following options are changable:

Port - access port for remote connections
Secure port - port when using enctrypted (secure) connection
Allowed networks - network ranges that can connect to this Dude server

Web access

Enable Web access - Runs The Dude web interface, by default accessible over HTTP on TCP port 80

Port - port of the running web server. Might need to change if something else is running on port 80, or for
security reasons

Secure port - port of the secure https interface

Allowed networks - network ranges that can connect to the dude web server interface

Session timeout - After how much inactivity the Dude will consider the session to be ended, and will log you out
Refresh interval - How often to reload the dude web interface, and refresh the map.

Certificate - required for running the secure https dude web interface
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W Server Configuration

General SHMP Poling Server Agents Syskg Msp Chat Repot Discover Rous0S Msc

These sefiings control servers and access io them

with simple [P based frewal

Part: [2210

Secure Pot: [2211
Alawed Networks: [127.0.0.1732
[oo00m

Web Access

Ak A

™ Enabie
Port: [0
Secure For: [143
Mowed Networks: |127.0.0.1/32
[

A Ak

el

Agents

Configuration of remote Dude agents, as described in the Agents page

W Server Configuration

Genersl SHMP Poling Sever A0onis |Spslog Map Chat Repon Dicover Fows0S Mec

159.128.147.209

2210 demo

4l
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Syslog
Settings for the built-in Syslog server, as described in the Syslog page
W Server Configuration I. (E ﬂ
General SHMP Poling | Server Agents 5v800 |Map Chat Repot Discover Foute0S | Mise |I|
W Enable | cancsl |
Pod: [514 Sonly |
+ " W B~
1 aconpt log to sysiog
Fdes:

Map

Defaults for Map settings, identical to individual Map settings, except the following options:

Antialised Geometry - Lines are drawn without the jagged edges. Requires more resources and can impact very
large and detailed maps, but icons and links appear more smooth and look better.

Gradients - Whether to use solid colors or gradients for icon backgrounds, also affects performance
Dependency appearance - How to show dependency links in the Map Dependency layer.
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| Gemersl SNMP Poling Server Agerts Sysog Map Chat Repet Discover Reute0S  Misc =]
Cancel
ey

These are the defaull values for settings for networc
maps, which ane used in cass they are not ovemiden
I mag or maps kema speciic settngs

Chart

Settings for default Chart appearance (colors and fonts) and also the Value keep times. Settings similar to Chart

settings
'Fii Server Configuration (B
| Genersl SNMP Polng Sewver Agents Sysog Map Chat Report Discover Roue0S Misc Cx
e -
how time r
= =
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ES)
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14 SOM I 144 M4 W4 604 004 W ly Iy Sy My

Appreadmate Snageﬁun:;lzlks

Defmt chad sppesrance settings

Background: [
Gid: | ]
y—
[Bestrearm Vera Sares Meno =IE =N [B]LAx ] senl
Font:
Sample Text
Line Colors

L T T T T 1



http://wiki.mikrotik.com/index.php?title=File:Server_Configuration-2010-07-13_14.21.19.png
http://wiki.mikrotik.com/index.php?title=The_Dude/Charts%23Data_sources
http://wiki.mikrotik.com/index.php?title=The_Dude/Charts%23Data_sources
http://wiki.mikrotik.com/index.php?title=File:Server_Configuration-2010-07-13_14.21.51.png

Manual:The Dude/Server settings

68

Report
Configures the Font Family and Font Size of the PDF Print feature.
ﬁﬂ ;iemu(.‘onﬁguralim =l
| Genersl SNMP Poing Sewer Agents Sysiog Mep Chat Report |Discover RouteOS Msc e
[Besemam Vera Sans =[]l o] | [ conce
ot Sample Text E
=N
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Discover

Default settings of the Discovery process, mostly identical to Device discovery except the Item placement settings
section, which decides how wide and how far apart should the map elements be made.

& Server Confiquration e — éﬁ‘
Ganersl SHMP Poling Server Agsrts Syslog Mep Chat Repot Discover |RousS| Msc Y
These are the defauk values for device dscovery Cancal

Bock Lt [ |||

Name Preforence: [DNS. SNMP. NETBIDS. IP 1

Mode: (¥ fast fscan by ping) ( reiable {scan each service)
0
Mmeﬂm:ls -i': T T T

T T T T
3 04 5 & T B % 1 12 4 16 18 2 B N W

Biggest Netwoek Size Alow Hop To: [12
& pdvanced

¥ Idertiy Device Type

¥ Add Networks

¥ Add Links

¥ Layer 2 Strucurs

¥ PPP Links

F Gragh Service Poll Times

¥ Graph Link B2 Rste

I~ Add Senscslass

mela',.,,.)

- Services

¥~ Device Types -

~4— Rem Placement Setiings
Aasumed Rem Width: [130

Aasumed hem Height: 60

Big Fow Size: [5

Big Column Size: [6

Largs Fow Size: |10
Laege Column Size: |8
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RouterOS

Default connection timeouts and intervals for RouterOS connections

2]

Uiy

i & Server Configuration L |
Generl SNMP Poling Server Agents Syslog Map Chat Repot Discower RoutesDS | Misc
s

Connection Tineout: |SEEUET - ] ———T - r .
1s S5 Ms 3 1w Ik 3/ 14 M M LW M EM Sy

T

Connection interval: [IAR = | —p 4
s =

¥s 2 18w A I 14 M M 1 6 XHW Sy

Cannection Interval Authetication Faded: [FZELALL s
Is 5 s = lim 1h W ® M 14 6 EE Sy

Misc

Settings for the Dude program itself.

Undo queue size - how many actions should be kept in the Undo memory

Database commit interval - How often should the Dude database be saved

Mac Mapping Refresh Interval - How often to update the MAC mappings

Ask confirmation when removing - whether to show you the confirmation dialogs
Resolve MAC address manufacturer - in Table views, will show device MAC address as

Routerboard:20:94:61 and similar, depending on manufacturer

Contents pane behavior - how to open new panes from the left-hand menu, possible options:

» Single click open
* Double click open

* Double click insert top
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Manual: The Dude/Files

& sdmin@locslhost - The Dude 4.0betal 1 "
@) | Preferences || @ Local Sever | Hep | HOTSPOT GONTROLLERS -> www
'>| | | Setings | ol B |04 il
ot | M I _
EM“ = DIEIESICINEI e (B T [ -
B é Charts | | Name: Ty ¢ | Sire | Notes
[ Chaet Chart | [=5] certicate pem cetficale H0E B
| [ (7] images drrectory
| & [ mibs dirsctony
Functiors ol b Vera 8 ot 84 6kB
EMM abs: VeraMono tf fort 43.2kB
B ks s anial 5 fort 756.2kB
= Legs lucon &f fort N27kE
7 Action Action-2010.06.30-11 21 log log
L7 Debug L7 Debug-20100630-11 210y bog
£7 Event L] Evert-201006 30-11.21 Jog log THE
L7 Sysiog LT 5yslog-2010.08.30-11.210g log 6358
] M Hodes 8 routeros-mipsbe-4, 10rpk package 109 MB
= [ Network Maps B muercs-mipebe-5 Dbatad npk. package 105 MB
] Loeal 8 mutercax -5 lbatad npk package 137 M8
] Metwarks.
] Metfications
=[] Pansis
£ Parel
™ admin 127.0.0.1
] Probes
) Serdces
B Tocls

|Chent: 0 10.1 kbps / bx 157 bps [Gerver o 8.1kbps /e 14 3icbps

The Files pane manages all the files The Dude server can use. This includes Images for icons and backgrounds,

fonts, logs, RouterOS packages and certificates.
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Type: all -

Adding files is possible from this pane via the Add button, or from the place where the icon will be used, via the ...

button, like here in the Device Appearance settings:

evice.Name][device_performance()][Device.ServicesDown] - Netwerk Map El.. |
[Device.M 1[device_perf O1[Device. ServicesDown] - M kMpEll
General ||T|EIEIE|
Imdudc.svg
.
& Images
Image:
+ | = =}
|Name
=[] images
@] news sva 3251 B
[#h] arid png IRT0B
Scale: [fh] rack svg 3743B
[@hf] clock sva 3955 B
[@hf] client sva 4543 B
@] laptop sva 49kE
el - rAa R

Separate tabs exist for RouterOS packages and active File Uploads to the server.
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The admin pane allows you to set up accounts that connect to The Dude server. The accounts can have different

kinds of permissions depending on which user group they belong to.

- =S
Adming | Groups | Active
% = ||| & v Group: |all ~| B
MName Group Motes
admin full
& New Admin = Y & Groups & New Admi...[ 5 |-

Name: |Admin 0 ok = | S tsu| =)=l [Admin Group]

Password: Cancel MName Motes | Policies Cancel

full [T read [ write
Group: (full *||a || oo Fpply read [~ local [~ remote Aoply
wirite

Allowed Address: |0.0.0.0/0

v Allow Maore Than One
[¥ Separste Panels

I web [ policy
™ agent

Copy Copy

Remove Remove

Adding new admin
In the Add dialog you will be asked for the following:

* Name - username of the account

* Password - password of the account

* Group - which usergroup will it belong to, predefined groups are "full”, "read" and "write"

* Allowed address - from which IP subnet will the account able to connect

* Allow more than one - If simultaneous logins are possible

* Separate panels - if each user will see their own Panels, and will not affect the other users by changing the layout

of the Panes

User Groups
The following groups exist in The Dude by default:

e Full - has all rights
* Read - can't change settings, only view them (has no agent, policy and write permisions)

* Write - can't become Full user or connect as an agent (has no policy and agent rights)
You can also make new groups, with custom permissions. The following permissions are possible:

* Read - see configuration

* Write - save configuration

* Local - connect to local server

* Remote - connect to remote servers by specifying an address
e Web - access to Web service of The Dude

* Policy - changing of users and groups

* Agent - connecting to remote dude systems as an Agent
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Active users

In the Active tab you can see currently logged in users for this server.

Manual: The Dude/Address lists

Allows creation of Address Lists, that can be used in Device discovery black lists.

Settings o || = -
Contents - + = Cl || S osv
- [ Address Lists Address Motes
[] Blackiist 10.1.0.1
& Admins
=] ] Charts
] Test Chart

Manual:The Dude/History

The history Pane shows you the Dude admin interactions with the currently connected server. Unlike the log, which

shows device status changes and issues, the History pane shows if an admin added or changed some settings, created

a new notification type etc.

-

ﬂ % 5y

H Time Action
1 U 07-h4:25 Motification added

2 U 07-54:27 Motification changed
3 u 07:54:31 Motification changed
4 U 10:34:57 Log Settings changed
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Manual: The Dude/Panels

The Panels pane allows you to create additional floating windows of the Dude interface. This can be useful for

multiple monitors, or simply to save certain layouts for quick access. For example if you want to quickly view charts
of your four most important servers, make a new Panel, split it into four sections, and load one chart in each section.
Now, this four-pane chart view will be quickly accessible from the left hand menu.
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E':'M- e 127001 I =
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=TT 193 188 881
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ey
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sdmn 1
] Frabes
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T
PR RF LY
] et v 627 bt 1x 157 g Sarver s 1iepn e |l

To add a new panel, click the add button, and specify a name for it. The new panel will appear in the Panels list.

Double click the panel, to open it. By default, it will be void of any panes, so choose a pane from the list:

-,

o || == D a | E o
|Name s |Nntes
Just Map
Justlogs

- admin 127.0.0.1

& Justlogs - Panel

Name: I

™ Locked
v Title Bars

— =

B} History Actions
Bl Tools
(®  Files

The new panel can be split into sections just like any other one.

It is also worth noting, that whenever an admin logs into the currently opened server, a new Panel will be assigned to
him. You will be able to see the new panel in the Panels view. Double-click it to see whatever the admin is viewing.
You can disable this feature in the Admins pane by selecting Separate panels
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The Tools pane manages the utilities and programs that can be run when right-clicking a device. Tools can be useful

for executing custom programs and passing them variables, which can be practically anything the Dude knows about

the device.
-
v |- (|| & || & Settings Discover || ™ Tools dh |

Settings
Appearance
Tools » [« Ping
Reprobe . Traceroute
Ack @  snmpwalk
Unack & Scan
Upgrade 3 Winbox
Force Upgrade » Terminal
1 Motes & Remote Connection
== Remove ¥ Torch
Select Adjacent Z]  Bandwidth Test
\ < ¢ Spectral 5can
B Telnet
O web
: 10.5] = Fip
O Dude
O Run batch file

There are predefined tools, that can't be changed, and you can also add new tools.

4

e =1 | S | esw

Mame Device
= Bandwidth Test all
Dude all
Rp all
= Ping all
= Remote Connection all
Fun batch file 152.168.881
= Scan all
- Snmpwalk all
= Spectral Scan all
Telnet all
= Teminal all
= Tarch all
- Traceroute all
Web all
= Winboo all

It is possible to edit some of the predefined tools to see how the tools are made, so you can easily add your own. For

example the FTP tool:
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& Fip - Tool ==
Type: |execute Ol
Mame: Iﬁ Cancel

* Insert Variable Apply
"ftp://[Device. UserName]@[Device First Address]" & Nates
Command:

Adding tools

When adding a new tool, you will be prompted for the following settings:

* Type - custom tools can only be Execute, ie. run external program with given options

* Name - whatever you wish to call your new tool

* Command - the program that will be called and it's parameters. Can insert OID variables

* Device - Which types of devices will have this tool available

Examples

The following Command shuts down Windows devices that support Remote Shutdown:

c:\windows\system32\shutdown.exe —-s -t 30 /m \\[Device.FirstAddress]

This calls an ssh connection depending on which operating system you are currently running:

cmd /C (IF NOT EXIST \\dude\tools (start z:\usr\bin\nautilus sftp://[Device.FirstAddress]

&& IF EXIST \\dude\tools start

$USERNAME%@ [Device.FirstAddress]

\\dude\tools\WinSCPPortable\WinSCPPortable.exe

))
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