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Initial debugging steps in RouterOS



“Am I the only one who can be
responsible for this?”
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Serial access

DTR DSR
TXD RXD
GND GND
GND GND
RXD TXD
DSR DTR
| cTS RTS
12345678
I v
- oem ; sudo - Konsole <2
— File Edit Wiew Bookmarks Settings Help

& DB-9
géééﬁ% o pem : sudo
RJ-45

RouterBOOT booter 3,24
RouterBoard 411AH
CPU frequency: 680 MHz
Memory re: 64 MiB
NAND size: 64 MiB

Press any key within 2 seconds to enter setup..

loading kernel from nand... kernel not found
Please, check ethernet cable...

http://wiki.mikrotik.com/wiki/Manual:System/Serial_Console
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Backup bootloader

Power off the router

Press and hold reset button

Power on the router

Release reset button after 1-2 seconds

Perform “/system routerboard upgrade”

Fl'||||'|'|-l|E|||||T ||-|||-||| ||||||'|'|_.|' '

http://wiki.mikrotik.com/wiki/Manual:RouterBOOT
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Netinstall

L MikroTik MNetinstall for Router0S wa. 35

[«
(>
(>

~ Routers/Drives

Label | MAL address / Media | Status | S.:.ftwarelD:IHEH]E-ISIE Help

=N Hard dizk Feady
@ EB4330L D4:CaeD:30:49.70 Ready

=T |<use previous keys [COA Browse...

W Keep old configuration Get key...

IP address: I 4 I_
(3 atewaly; I—
Selected 1 packagelz]
| Baud rate: |'|'|52|:":I TI ™ tpply default canfig

did

Flazhfig

M ake floppy I Met bioating | |Fiztall | Canicel | ™| Configure script: I J
~Paclages
Sets I j Save set | [relete st |
Frarm: IZ:'xhc'me'xn:nem'xDesktn:np'xElther_stuff"aTesti"xtestE Erowse. . | Select all | Select none |
M arne | Werzion | Description | -
[ advanced-tools  &.36m211 email client, pingers, netwatch and ather utilities
[ calea 63611 lawfully authonzed electronic survelance
[ dhep &.3arc11 DHCP client and server
[ gp= &.3arc1 Provides zupport for GPS.
[] hotspot 3611 Provides HotSpat
1 ipves 3611 Provides suppart for [Pwé
[ led 3611 Provides zuppaort for LCD panel
[1te 3611 Provides support for LTE modemsz
[ mplz .36 Provides support far MPLS
[ rulticast f.36re11 Pravides suppart far Pl
[ rtp 63611 HTP client and zerver
] aperflow &.3arc11 Frovides support for OpenFlom
1 prp &.3arc1 Provides zupport for PPF, PRTR, L2TF, PPPoE and ISDH PRP.
routeros-mipsbe 63611 Fouterds for mipzbe B outerB0&RD s, includes all supported features
= [ routing 3611 Provides suppaort for BIP, 05PF and BGP4. =
] zecurity 3611 Provides suppart for IPSEC, S5H and zecure connechivity with YwinBow.
1 sustem .36 Main packans with basic services and drivers
[ ups £.36rc11 Pravides suppart for APC ups i
1 uzer-manager f.36re11 Raouterds User Manager Test package |-
[ usermnan-5 63611 RouterDS User Manager Test package
= [ wireless-cm? &.3arc11 Prosides zupport for wireless station and AP, =
M iralaceran £ e Eirrusidas commart for wiralose of shoe snd AD LI—

|ru:uuter-:us-mip5l:ue depends on nothing

http://wiki.mikrotik.com/wiki/Manual:Netinstall
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Netinstall

Use latest Netinstall

Firewall must be off

I[P of computer and Netinstall must be on same subnet
If you use Windows, then gateway IP must be specified
Other DHCP servers must not be involved

Router must be connected on boot interface

http://wiki.mikrotik.com/wiki/Manual:Netinstall
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Netinstall

To start installation you must power on the router with
pressed reset button and wait until it shows up in Netinstall

If you use bootloader, then under “o - boot device ” select
"1 — boot Ethernet once, then NAND"

http://wiki.mikrotik.com/wiki/Manual:Netinstall
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Configuration reset

Power on the router with pressed reset button and wait until
USER LED starts flashing. Now release the button.

///////,

P ¥ 4
—

http://wiki.mikrotik.com/wiki/Manual:Reset
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Interface is down

Router is working but there is no link on any of interfaces

*- (. oem : sudo - Konsole <2> w) ) (X

File Edit Wiew Bookmarks Settings Help
C oem : sudo

etherd ether
C b | ? ether?7 ether
a e 5 ethers ether
8 stp-sftpplusl ether 1500
: stp-sfpplusz ether 1500
10 R local bridge 1500
PO E? [admin@ ] > interface
Flags: D - dynamic, X - disabled, R - running, § - slave
# NAHE TYPE ACTUAL-HTU L. HAX-LZHTU
0 8§ etherl ether 1500 1580 10222
H a rd W a re ? 1 etherz ether 1500
g 2 ether3 ether 1500
g etherd ether 1500
4 ethers ether 1500
Softwa re? 5 etherﬁ ether
- I ether? ether
7 ethers ether
8 stp-sfpplusl ether
9 stp-sfpplusz2
10 R local
[adming BEN |




Exchange device

Swap device to be sure that hardware is not faulty




Overloaded router

If we talk about CPU, then
there is no >100% load...

Resources

ptime:

Free Mermory:

Tokal Memary

_PL:
P Countk:

_PU Frequency:

20:55:01

103, 4 MiB

128.0 MiB

MIPS ki ¥S5.0

1

F20 MHz

iZPU Load:

100 %

Free HDD Space:

Tokal HDD Size:

Seckor \Writes Since Reboat:
Total Sectar Wrikes:

Bad Blocks:

Architecture Name:
Board Mame:
Yersion:

Build Time:

109.4 MIB

123.0 MIB

4 696

1 0354 436

0.0 %

mipsbe

RE953G5-5HNT

6,35rC3G (kesking)

Mar (232016 12:56:26

LISE

ZPU

IRQ
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X86

Request replacement key which costs $10

For already created software keys

- all keys or try search
- replacement key (0)
- request key from another account

Please send us e-mail with following information:

= YOUr USername
= old software 1D
= nclude detailed information about how that happenead.

We will write vou with further instructions.

Each replacement key costs 510,-

http://wiki.mikrotik.com/wiki/Manual:License
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Router

Upgrade RouterOS to the latest version

1

Upgrade firmware “/system routerboard upgrade

Generate supout file and send it to MikroTik with
explanation how it happened

ROUTER HAS NO SOFTWARE KEY

"four router does not have any valid key.
Please, get valid key from www mikcrotil; com
and enter it at "System | License".

If you already have paid for this license, please,
press "Update Key" in "License Window"

Router will stop functioning after 21h and 40m i no valid key is entered.

Cument installation "software D" VCMGQ-ZXCI

| o Make Supout rif

http://wiki.mikrotik.com/wiki/Manual:Upgrading_RouterOS
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Standard Log

Log shows all actions which are enabled under System/Logging

MEMOry syskem, info, account  wser admin logged in From 10.5,114, 253 via telnet
MEMOry syskem, info, account  wser admin logged ouk From 10,5,114,253 via telnet
MEMOryY zywskem, info device changed by admin

http://wiki.mikrotik.com/wiki/Manual:System/Log
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Add new debug Log rule

Logging E E
Rules ‘.ﬁ.ctinns
(= = 52 | T Fine
Topics 4 | Prefix Ackion b
S N S eche
errar MMEMoryY
* linfo, lovpn, |pppoe, ... MDY
pptp, debug, 'packet MMETOLFY
MEMOry

System/Logging ~|warning

5 items

http://wiki.mikrotik.com/wiki/Manual:System/Log
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MEMOy
MEMOy
MEMOy
MEMOy
MEMOy
MEMOy
MEMOy
MEMOy
MEMOy
MEMOy

Check new Log messages

Log now shows also pptp,debug messages

pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug
pptp, ppp, debug

pptp_tesk:
pptp_tesk:
pptp_tesk:
pptp_tesk:
pptp_tesk:
pptp_tesk:
pptp_tesk:
pptp_tesk:
pptp_tesk:
pptp_tesk:

LC_P open

LCP opened

CHAP received challenge in initial skate, dropping
LCP close

LCP closed

LCP lowerdown

LCP lowerdown

LCP dowen event in skarking skake

LCP lowerup

LC_P open

http://wiki.mikrotik.com/wiki/Manual:System/Log
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Extend Logging

Logging E E
Rules ‘.ﬁ.ctinns
g = ¥ ¥ T Fing
Topics ¢ |Prefix Ackion
crikical echo
Errar =g
info, lovpn, |pppoe, ... MEMOry
pptp, debug, packet MMEMOrY

Enable packet logging *warring memory

5 ikems (1 selecked)

http://wiki.mikrotik.com/wiki/Manual:System/Log
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MEMOry
MEMOry
NELE R
NELE R
NELE R
MMIEMMOry
MMIEMMOry
MMIEMMOry
MMIEMMOry
MEOry

Use new Log messages

Log now shows also pptp,debug,packet messages

pptp, ppp, debug, p... <response len=49:

pptp, ppp, debug, p...  <name pptp_kesk=

pptp, ppp, debug, p...  ppkp_test: rowd CHAP Failure id=0x1

pptp, ppp, debug, p...  E=691 R=0 C=B2337730 5409300 1 A469F 3905030171 W=3 M=bad username or passward
pptp, ppp, debug, p... pptp_test: sent LCP TermPeq id=0:x54

pptp, ppp, debug, p...  Failed to authenticate ourselves to peer

pptp, ppp, debug, p... pptp_kest: rowd LCP TermPeq id=0xz

pptp, ppp, debug, p... user pptp_test authentication Failed

pptp, ppp, debug, p... pptp_kest: senk LCP Termack id=0xz2

syskem, info device changed by admin

http://wiki.mikrotik.com/wiki/Manual:System/Log
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Log to file

Logging

Fules Actions |

g | = T
Marme £ | Type
disk. disk.
echi ech
MEmory . | 0 Action <disk>
remate reEm Marne: | disk Ik
SySteI I I/Log g N g/ACtIO N Type: |disk * Cancel
File Mame: |pptp Apply
Lines Per File: (1000 Copy
File Count: |2 Remove

|| Stop on Full

4 ikems (1 selected)

http://wiki.mikrotik.com/wiki/Manual:System/Log
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Select version

Legacy — RouterQS v5 latest version (5.26)

Bugfix only — RouterQOS v6 release which is
considered as the most stable one (6.34.6)

Current — RouterOS v6 latest full and
tested release (6.35.2)

Release candidate — RouterOS v6 version
with all changes and fixes included (6.36rc)

http://www.mikrotik.com/download
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Check changelog

What's new in 6.35.2 (2016-May-02 10:09):

=1 discovery - fixed identity discovery (introduced in 6.35.1);

=1 firewall - fixed policy routing configurations {introduced in 6.35rc38);
*1log - fixed time zone adjustment (introduced in 6.35.1);

*1 gueue - fixed iInterface gueue type for ovpn tunnels;

=1 snmp - fixed snmp timeout (Introduced In 5.35.1);

=1 wrrp - fixed missing vrrp interfaces after upgrade (introduced in 6.35.1).

http://www.mikrotik.com/download
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Perform upgrade

System/Package/Check For Updates

* oK

Channel:

Installed Yersion: |6.36rc11 Download

Latest Version: (6352 Download&lnstall

What's new in 6.35.2 (2016-May-0Z 10:09): -

*) discovery - fied identity discovery (introduced in 6.35.1); S
*}firewall - feed policy routing configurations (ntroduced in 6.35c38);

"} log - fixed time zone adjustment {introduced in 6.35.17);

*) queue - fieed inteface quewe type for ovpn tunnels;

) snmp - fited snmp timeout (ntroduced in 6.35.1);

*) vmp - fieed missing vmp interfaces after upgrade (introduced in 6.35.1).

What's new in 6.35.1 (2016-Apr-25 05:29):

* bonding - do not comupt bonding statistics on corfiguration changes;

") bonding - feeed crash when vlan parent mtu is higher than bonding mtu;

*) ethemet - do nat allow mtu to be higher than 12mtu and [2mtu to be higher than ma-
[Zmtu freduce automatically on upgrade if it was wrong befaore);

*)log - fixed reboat log messages;

) ke - do not allow to set multiple modes when it is not supported;

") te - fixed address acqguisition on Huaweii LTE intefaces;

*) winboe - show voltage in Health only if there actually is voltage maonitor;

*) wireless - fied issue when CAPsMAN could lock CAFPs interface;

What's new in 6.35 (2016-Apr-14 12:55):

") amp - apphy Linwe Kemel patch to stop RouterDS from randomby exhibiting misplaced
ARPs; -

Mew version is available

http://wiki.mikrotik.com/wiki/Manual:Upgrading_RouterOS
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All Is bad and you need help
-

)

http://www.mikrotik.com/support.html



http://www.mikrotik.com/support.html
http://www.mikrotik.com/support.html

Router Is rebooting itself

* Reboot because of power outage or
without proper shutdown usually Is caused
by hardware issues or bad powering

* Reboot because of kernel failure or
watchdog timeout usually I1s caused by
software



Serial output

Upgrade device to the latest version!

- cem : bash - Konsole =2= ] )
File Edit “iew Bookmarks Settings Help
> oem : bash

stuck for

£ 1700414d
faultnum

frame 4:
frame 5




Supout file

Upgrade device to the latest version!
Reproduce problem

Generate supout file after crash no matter what
Wait until file generation process i1s complete

Download file from router (and autosupout.rif if
you have one)

Do not reboot device in the middle



Memory leak

Upgrade device to the latest version
Reboot router

Wait for a while and generate supout file
Monitor free RAM memory

When it is low generate another file

Do not reboot device in the middle



Configuration issue

Upgrade device to the latest version
Enable debug logs to file

Reproduce problem so Log would be
correct

Generate supout file or files if multiple
devices are involved



What to tell?

Please, Please, Please!!!

Make this your priority!!!

ASAP? URGENT!

Give me full configuration [ have 25 years of

RouterOS is full of BUGS SXPerience



What to tell?

* Briefly explain what has happened
* When it happens
* What did you do to make it happen



What to send?

Supout files (always)

Log files (always)

Pictures and videos (always)
Serial output (in case of reboot)

Networking topology (configuration issue)



Automated reply

Hello,

Thanks for writing to support. We will try to help you as soon as possible. To receive an
answer quicker, please make sure you have:

1) attempted to re-set your configuration and started from the beginning, following steps
in the documentation

2) the latest Router(0S version installed on the router

http: //www.mikrotik.com/download. html

3) attached the supout.rif file from the router in gquestion
http://wiki.mikrotik.com/wiki/Manual:Support Output File

4) included a precise description of the problem - use network diagrams, screenshots,
videos if necessary

I+ something from above is incomplete in your current email, please, send all additional
information as a reply to this email.

While waiting for the reply of our support specialist you can:

1) search or ask in our forum for your problem solution

http: //forum.mikrotik.com

2) recheck your configuration against examples in our manual:

http://wiki.mikrotik.com

3) If you have purchased your MikroTik product from a DEALER or RESELLER, please, contact
them for support

This is an automated reply.

Thanks,
MikroTik Support

Reply with same ticket number in subject



Read and execute

Do everything what is asked, if it is
possible

Make notes and document results
Make new files after configuration changes

Reply within same ticket and provide new
information
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